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DETAILED ACTION 

1. This office action is in reply to an amendment filed on November 05, 2008. Claims 1-41 
have been amended. 

2. Claims 1-41 are pending. 

Response to Amendment 

3. Applicant's arguments with respect to claims 1-41 have been considered but are moot in 
view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularU pointing out and distinctly claiming the 
subject mailer which the applicant regards as his invention. 

5. Claims 1,21 and 26 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. The claim limitation, "a code management control portion that compares 
a plurality of the encryption codes received by the code management reception portion", is not 
clear to the examiner. Examiner understands that the limitation is comparing a plurality of 
encryption code with the stored encryption code. However, according to the claim limitation, it is 
not clear that the result of the comparison. The limitation is silent about the kind of comparison. 
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Claim Rejections - 35 USC §103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner hi which the invention was made. 

7. Claims 1-7, 11-26 and 30-39 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Son et al (Son) (US Pub. No. 2001/0017920) in view of Kim (US Pub. No. 2003/0164750). 

As per claim 1 Son discloses: 

An encryption code management system for use in a plurality of communication systems 
composed of a plurality of data processors that exchange data encrypted with specific encryption 
codes, (page 1, paragraph 3, the present invention relates to the field of secure video distribution 
networks). 

Wherein there is provided an electronic apparatus including: a code management 
reception portion that receives the encryption codes of the data processors; (abstract, line 1-5, an 
encrypted form of video program received by the remote server and stored). The remote server is 
a distribution center acting as an intermediate device between the service provider and 
subscriber station. 

Son does not explicitly disclose the system of receiving the encryption codes of the data 
processors. However, in the same field of endeavor, Kim teaches this limitation as, (page 2, 
paragraph 35, the security system according to the present invention is comprised of a receiving 
unit 20 for receiving the signal transmitted from the wireless communication system 10, a storage 
unit 30 for storing a specific information of the wireless communication system 1 0 and an 
encryption code) and (page 2, paragraph 24, receiving the signal transmitted from the wireless 
communication system; extracting the specific number and the encryption code from the received 
signal). 
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Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of receiving the 
encryption codes of the data processors using the teaching of Kim in order to receives the 
encryption code in addition to the encrypted data and verify the encryption code. 

A code management control portion that compares a plurality of the encryption codes 
received by the code management reception portion; and a result output portion that outputs a 
comparison result yielded by the code management control portion, (abstract, line 1-5, an 
encrypted form of video program received by the remote server and stored). 

Son does not explicitly disclose the system of comparing the received encryption codes. 
However, in the same field of endeavor, Kim teaches this limitation as, (page 2, paragraph 23, a 
receiving unit for receiving the signal transmitted from the wireless communication system; a 
storage unit for storing a specific information of the wireless communication system and an 
encryption code; a control unit for determining whether the specific information and a numerical 
information included in the signal received by the receiving unit are consistent with the specific 
information and the encryption code stored in the storage unit; a security setup unit for setting up 
and canceling the security status in accordance with the results of the control unit; and a setup 
key for storing the specific information and the encryption code of the wireless communication 
system to the storage unit and setting up operation of the control unit) and (page 3, paragraph 52, 
as described above, the security system according to the present invention is implemented by 
using the specific information of the wireless communication terminal, the encryption codes which 
is up to infinity). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of comparing the 
received encryption codes using the teaching of Kim in order to identify the incoming signal 
(code) and verify the signal received to setting up or canceling the security status using the 
security setup unit. 

Wherein the data processors include a code management transmission portion that 
transmits the encryption codes of the data processors themselves to the electronic apparatus. 
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(Page 2, paragraph 28, in order to generate and encrypted program in a first encrypted form, the 
video program is encrypted by a video on-demand source and the encrypted program is then 
transported to the remote server). 

Son does not explicitly disclose the system of transmitting the encryption codes of the 
data processors to the electronic apparatus. However, in the same field of endeavor, Kim teaches 
this limitation as, (page 1, paragraph 2, the present invention relates to a security system using a 
signal transmitted from a wireless communication terminal and a security method using the same, 
and more specifically to a security system using a signal transmitted from a wireless 
communication terminal). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of transmitting the 
encryption codes of the data processor to the electronic apparatus using the teaching of Kim in 
order to substitute one method for the other to achieve the same end result of transmitting 
encrypted program (encryption code) from data processors (wireless communication terminal) to 
electronic apparatus (security device). 

Claims 21 , 26, 38 and 39 are rejected under the same reason set forth in rejection of 

claim 1: 

As per claim 2 Son in view Kim discloses: 

The encryption code management system of claim 1 , wherein the data processors 
include an encryption portion that encrypts a signal transmitted from the code management 
transmission portion to the electronic apparatus. (Page 3, paragraph 39, first, a video program is 
encrypted by video on-demand source, then the encrypted program is transported to a remote 
server via network). 



As per claim 3 Son in view Kim discloses: 
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The encryption code management system of claim 2, wherein the electronic apparatus 
includes a decryption portion that decrypts the signal received by the code management 
reception portion from the data processors. (Page 3-4, paragraph 34, the video program, 
encrypted by video on-demand source and transported to remote server, decrypted by the remote 
server using the first key). 

As per claim 4 Son in view Kim discloses: 

The encryption code management system of claim 2, wherein an encryption key to be 
used to encrypt the encryption codes is transmitted from a side that receives the encryption 
codes and the comparison result. (Page 3, paragraph 40, the key may be a private key of a 
private key encryption system. Such a private key encryption system uses a single private key to 
encrypt and decrypt data). 

As per claim 5 Son in view Kim discloses: 

The encryption code management system of claim 4, wherein the encryption key used for 
encryption in the data processors is transmitted along with a code request signal transmitted by 
the electronic apparatus to request the data processors to transmit the encryption codes. (Page 
3, paragraph 40, the private key(s) itself may be transmitted from the source to the server while 
encrypted in a second encrypted form or communication channel which is separate from the 
communication channel). 

As per claim 6 Son in view Kim discloses: 

The encryption code management system of claim 2, wherein an encryption key having 
been used to encrypt the encryption codes is transmitted, along with the encryption codes and 
the comparison result, from a side that transmits the encryption codes. (Page 3, paragraph 40, 
the key may be a private key of a private key encryption system. Such a private key encryption 
system uses a single private key to encrypt and decrypt data). 
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As per claim 7 Son in view Kim discloses: 

The encryption code management system of claim 1 , wherein the electronic apparatus 
includes a code storage portion that stores one or a plurality of the encryption codes received, 
(page 2, paragraph 28, after the encrypted program is transported to the remote server, the 
remote server stored the encrypted video). Also see fig. 5A block 506. 

Wherein the electronic apparatus first receives, via the code management reception 
portion, the encryption codes from the data processors and then stores the received encryption 
codes in the code storage portion, (page 2, paragraph 28, after the encrypted program is 
transported to the remote server, the remote server stored the encrypted video). Also see fig. 5A 
block 506. 

Then receives, via the code management reception portion, the encryption codes from 
the data processors other than those corresponding to the encryption codes stored in the code 
storage portion, (Page 2, paragraph 28, in order to generate and encrypted program in a first 
encrypted form, the video program is encrypted by the source and the encrypted program is then 
transported to the remote server) and (page 1, paragraph 20, the cable network typically includes 
one or more broadcast sources, one or more premium broadcast sources and also video on- 
demand). Since the cable provider has different broadcast sources, the remote server can accept 
different encrypted message and store them. 

Then compares, in the code management control portion, the encryption codes received 
by the code management reception portion with the encryption codes stored in the code storage 
portion to search for coincidence, and then yields a search result as the comparison result. 
(Abstract, line 1-5, an encrypted form of video program received by the remote server and 
stored). 

Son does not explicitly disclose the system of comparing the received encryption codes. 
However, in the same field of endeavor, Kim teaches this limitation as, (page 2, paragraph 24, 
receiving the signal transmitted from the wireless communication system; extracting the specific 
number and the encryption code from the received signal; comparing the extracted information 
and the extracted encryption code with the specific information and the encryption code stored in 
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the storage unit; and setting up or canceling the security status by operating a security setup unit 
when the results are consist in the comparing step). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of comparing the 
received encryption codes using the teaching of Kim in order to identify the incoming signal 
(code) and verify the signal received to setting up or canceling the security status using the 
security setup unit. 

Claims 15 and 16 are rejected under the same reason set forth in rejection of claim 7: 
As per claim 1 1 Son in view Kim discloses: 

The encryption code management system of claim 7, wherein the electronic apparatus 
includes, one for each of the data processors with which the electronic apparatus has 
communicated, registration keys with which to register identification codes by which the data 
processors are identified, and wherein the electronic apparatus stores in the code storage portion 
the encryption codes along with the identification codes registered with the registration keys. 
(Page 2, paragraph 28, in order to generate and encrypted program in a first encrypted form, the 
video program is encrypted by a video on-demand source and the encrypted program is then 
transported to the remote server. Then the remote server stores the encrypted program). 

Son does not explicitly disclose the system having an identification code that identifies 
the data processors. However, in the same field of endeavor, Kim teaches this limitation as, 
(page 2, paragraph 24, the security method using a signal transmitted from a wireless 
communication terminal according to the present invention, comprises the steps of: inputting the 
specific number of the wireless communication terminal of a certified user and an encryption code 
set by a user). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of having an 
identification codes that identifies the data processors using the teaching of Kim in order to 
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identify the incoming signal (code) and verify the signal received to setting up or canceling the 
security status using the security setup unit. 

Claim 31 is rejected under the same reason set forth in rejection of claim 1 1 : 

As per claim 12 Son in view Kim discloses: 

The encryption code management system of claim 11, wherein, in the result output 
portion of the electronic apparatus or the data processors, the communication systems composed 
of a plurality of the data processors among which the encryption codes are coincident are 
indicated by displaying the identification codes thereof to indicate groups to which the plurality of 
data processors belong. (Page 2, paragraph 28, in order to generate and encrypted program in a 
first encrypted form, the video program is encrypted by a video on-demand source and the 
encrypted program is then transported to the remote server. Then the remote server stores the 
encrypted program). 

Son does not explicitly disclose the system having an identification code that identifies 
the data processors. However, in the same field of endeavor, Kim teaches this limitation as, 
(page 2, paragraph 24, the security method using a signal transmitted from a wireless 
communication terminal according to the present invention, comprises the steps of: inputting the 
specific number of the wireless communication terminal of a certified user and an encryption code 
set by a user). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of having an 
identification codes that identifies the data processors using the teaching of Kim in order to 
identify the incoming signal (code) and verify the signal received to setting up or canceling the 
security status using the security setup unit. 

Claim 32 is rejected under the same reason set forth in rejection of claim 12: 
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As per claim 13 Son in view Kim discloses: 

The encryption code management system of claim 11, wherein the identification codes 
are installation positions and types of the data processors. (Abstract, line 1-5, an encrypted form 
of video program received by the remote server and stored). 

Son does not explicitly disclose the system having an identification code that identifies 
the data processors. However, in the same field of endeavor, Kim teaches this limitation as, 
(page 2, paragraph 24, the security method using a signal transmitted from a wireless 
communication terminal according to the present invention, comprises the steps of: inputting the 
specific number of the wireless communication terminal of a certified user and an encryption code 
set by a user). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of having an 
identification codes that identifies the data processors using the teaching of Kim in order to 
identify the incoming signal (code) and verify the signal received to setting up or canceling the 
security status using the security setup unit. 

Claim 33 is rejected under the same reason set forth in rejection of claim 13: 

As per claim 14 Son in view Kim discloses: 

The encryption code management system of claim 1 1 , wherein the identification codes 
are device names of the data processors. (Abstract, line 1-5, an encrypted form of video program 
received by the remote server and stored). 

Son does not explicitly disclose the system having an identification code that identifies 
the data processors. However, in the same field of endeavor, Kim teaches this limitation as, 
(page 2, paragraph 24, the security method using a signal transmitted from a wireless 
communication terminal according to the present invention, comprises the steps of: inputting the 
specific number of the wireless communication terminal of a certified user and an encryption code 
set by a user). 
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Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and include the system of having an 
identification codes that identifies the data processors using the teaching of Kim in order to 
identify the incoming signal (code) and verify the signal received to setting up or canceling the 
security status using the security setup unit. 

Claims 18, 34 and 35 are rejected under the same reason set forth in rejection of claim 

14: 

As per claim 17 Son in view Kim discloses: 

The encryption code management system of claim 1, wherein, in the result output portion 
of the data processors or the electronic apparatus, a plurality of the data processors among which 
the encryption codes are coincident and that thus build one communication system are displayed 
as one group. (Page 2, paragraph 28, in order to generate and encrypted program in a first 
encrypted form, the video program is encrypted by a video on-demand source and the encrypted 
program is then transported to the remote server. Then the remote server stores the encrypted 
program). 

Claim 30 is rejected under the same reason set forth in rejection of claim 17: 
As per claim 19 Son in view Kim discloses: 

The encryption code management system of claim 1 , wherein the electronic apparatus is 
a remote control unit for operating the data processors. (Page 2, paragraph 34, the encrypted 
program is transported via a primary distribution network from the video on-demand source to a 
remote server within a distribution center). 



Claim 36 is rejected under the same reason set forth in rejection of claim 19: 
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As per claim 20 Son in view Kim discloses: 

The encryption code management system of claim 1, wherein the data exchanged 
between the data processors is AV data. (Page 1, paragraph 3, the present invention relates to 
the field of video distribution networks in particular, this invention relates to secure video 
distribution networks). 

Claim 37 is rejected under the same reason set forth in rejection of claim 20: 

As per claim 22 Son in view Kim discloses: 

The encryption code management system of claim 21, wherein the data processors 
include: an encryption portion that encrypts a signal to be transmitted from the code management 
transmission portion to the electronic apparatus; (Page 3, paragraph 39, first, a video program is 
encrypted by video on-demand source, then the encrypted program is transported to a remote 
server via network). 

A decryption portion that decrypts a signal having received by the code management 
reception portion from the electronic apparatus, (page 2, paragraph 32, At the subscriber stations 
110, the multiplexed signal is demultiplexed to isolate the re-encrypted program in the second 
encrypted form, the re-encrypted program is decrypted from the second encrypted form to 
generate the unencrypted video program, and then the video program is displayed). 

Wherein the electronic apparatus includes: an encryption portion that encrypts a signal to 
be transmitted from the code management transmission portion to the data processors; (page 2, 
paragraph 31, after the video program is re-encrypted, the re-encrypted program in the second 
encrypted form is multiplexed with other signals to generate a multiplexed signal. The multiplexed 
signal is then distributed 516 via the secondary distribution network to the subscriber stations). 

A decryption portion that decrypts a signal having received by the code management 
reception portion from the data processors. (Page 3, paragraph 34, the remote server decrypts 
the video program from the first encrypted form). 



Application/Control Number: 10/543,009 
Art Unit: 2439 



Page 



As per claim 23 Son in view Kim discloses: 

The encryption code management system of claim 22, wherein an encryption key to be 
used to encrypt the encryption codes is transmitted from a side that receives the encryption 
codes and the comparison result. (Page 3, paragraph 40, the key may be a private key of a 
private key encryption system. Such a private key encryption system uses a single private key to 
encrypt and decrypt data). 

As per claim 24 Son in view Kim discloses: 

The encryption code management system of claim 23, wherein the encryption key used 
for encryption in the data processors is transmitted along with a code request signal transmitted 
by the electronic apparatus to request the data processors to transmit the encryption codes. 
(Page 3, paragraph 40, the private key(s) itself may be transmitted from the source to the server 
while encrypted in a second encrypted form or communication channel which is separate from the 
communication channel). 

As per claim 25 Son in view Kim discloses: 

The encryption code management system of claim 22, wherein an encryption key having 
been used to encrypt the encryption codes is transmitted, along with the encryption codes and 
the comparison result, from a side that transmits the encryption codes. (Page 3, paragraph 40, 
the key may be a private key of a private key encryption system. Such a private key encryption 
system uses a single private key to encrypt and decrypt data). 

8. Claims 8-10, 27-29 and 41-42 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Son et al (Son) (US Pub. No. 2001/0017920) in view of Kim (US Pub. No. 2003/0164750) 
and further in view of Garfinkle (US 5,400,402). 



As per claim 8 Son in view Kim discloses: 
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The encryption code management system of claim 7, wherein, when the electronic 
apparatus recognizes that a predetermined period of time has passed after the encryption codes 
were stored in the code storage portion, the electronic apparatus erases the encryption codes 
from the code storage portion. (Abstract, line 1-5, an encrypted form of video program received 
by the remote server and stored). 

Son in view of Kim does not explicitly disclose the system of erasing the encryption codes 
from the storage after a predetermined period of time has passed. However, in the same field of 
endeavor, Garfinkle teaches this limitation as, (column 3, line 43-50, the stored program can be 
erased after a predetermined interval (e.g., 24 hours) or fixed predetermined number of accesses 
(e.g., one) which is fixed by data permanently stored at the customer site or specified by 
instructions included with the downloaded data). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and Kim to include the system of erasing the 
encryption codes from the storage after a predetermined period of time has passed using the 
teaching of Garfinkle in order to limits further access to the stored program after the limit has 
been reached. (See column 2, line 19-37). 

Claim 27 is rejected under the same reason set forth in rejection of claim 8: 

As per claim 9 Son in view Kim discloses: 

The encryption code management system of claim 7, wherein, when the electronic 
apparatus recognizes that coincidence with the encryption codes stored in the code storage 
portion has been found more than a predetermined number of times, the electronic apparatus 
erases the encryption codes from the code storage portion. (Page 2, paragraph 28, in order to 
generate and encrypted program in a first encrypted form, the video program is encrypted by a 
video on-demand source and the encrypted program is then transported to the remote server). 

Son in view of Kim does not explicitly disclose the system of erasing the encryption codes 
from the storage after a predetermined period of time has passed. However, in the same field of 
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endeavor, Garfinkle teaches this limitation as, (column 3, line 43-50, the stored program can be 
erased after a predetermined interval (e.g., 24 hours) or fixed predetermined number of accesses 
(e.g., one) which is fixed by data permanently stored at the customer site or specified by 
instructions included with the downloaded data). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and Kim to include the system of erasing the 
encryption codes from the storage after a predetermined period of time has passed using the 
teaching of Garfinkle in order to limits further access to the stored program after the limit has 
been reached. (See column 2, line 19-37). 

Claim 28 is rejected under the same reason set forth in rejection of claim 9: 

As per claim 10 Son in view Kim discloses: 

The encryption code management system of claim 7, wherein the electronic apparatus 
includes an erasure operation portion that erases from the code storage portion the encryption 
codes stored therein. (Abstract, line 1-5, an encrypted form of video program received by the 
remote server and stored). 

Son in view of Kim does not explicitly disclose the system of erasing the encryption codes 
from the storage area. However, in the same field of endeavor, Garfinkle teaches this limitation 
as, (column 3, line 43-50, the stored program can be erased after a predetermined interval (e.g., 
24 hours) or fixed predetermined number of accesses (e.g., one) which is fixed by data 
permanently stored at the customer site or specified by instructions included with the downloaded 
data). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and Kim to include the system of erasing the 
encryption codes from the storage area using the teaching of Garfinkle in order to limits further 
access to the stored program after the limit has been reached. (See column 2, line 19-37). 
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Claim 29 is rejected under the same reason set forth in rejection of claim 10: 
As per claim 40 Son in view Kim discloses: 

The encryption code management system of claim 1 , wherein the electronic apparatus 
includes a display portion that display the comparison result. (Page 2, paragraph 22, at the 
subscriber stations 110, the multiplexed signal is demultiplexed 208 to isolate the video signal, 
and then the video signal is displayed 210, typically, on a television monitor). 

Son in view of Kim does not explicitly disclose the system of displaying the comparison 
result. However, in the same field of endeavor, Garfinkle teaches this limitation as, (column 4, line 
19-24, the order data may be also inputted to the comparator 36 and compared to order data also 
encoded in the down-loaded data from the central station. If there is an error between the order 
data inputted from order unit 24 and the down-loaded order data, an error detector 46 can provide 
an input to microprocessor 30 to display an error message on television screen 18 and, if desired, 
block the storage of the video data.). 

Therefore, it would have been obvious to one of ordinary skill in the art, at the time of the 
invention was made, to modify the teaching of Son and Kim in order to substitute one method for 
the other to achieve the same end result of displaying information in the device. 

Claim 41 is rejected under the same reason set forth in rejection of claim 40: 
Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to TESHOME HAILU whose telephone number is (571)270-3159. The 
examiner can normally be reached on Mon-Fri 7:30a.m. to 5:00p.m. EST. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Teshome Hailu 
January 15, 2009 



/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2434 



